Champlain

COLLEGESAINT-LAMBERT

Information Technology & Media Solutions

MFA (Multi-Factor Authentication) setup

This user guide will help to orient faculty members and staff on how
to properly setup MFA either by SMS text messaging or by the MS
Authenticator app.

NOTE: If you experience problems in installation, please raise a JIRA ticket.
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Summary

MFA is multi-factor authentication. When MFA is used, you require an additional form of authentication
beyond simply using your userid and complex password. At Champlain, we will be introducing MFA to
comply with provincial government requirements.

You are likely using MFA when you sign onto the Revenue Canada website or your bank’s website. There
are different ways of accomplishing MFA, but the most common method is to have a one time password
(OTP) be sent to your cell phone as a text message. This is the preferred method outlined below.
However, you can also set up a separate application, Microsoft Authenticator, which would provide the
one time password you would use when prompted for an MFA credential.

Start setup process by running the link
https://aka.ms/mfasetup

- Two options to setup MFA for verification:
1) Using your phone # for SMS text (recommended option for simplicity)
2) Installing an app (Microsoft Authenticator app)

- Afteryou have installed MFA using the setup link above, it will be activated by the following dates:

Group Date of MFA activation:
Management Friday May 13t 2022
Professionals and support staff Friday May 20t, 2022
Teaching faculty Friday August 19t, 2022

- Once activated, the next time you login to Office 365, you will be prompted to authenticate by
MFA.


https://aka.ms/mfasetup

1. MFA setup process using your Phone # for SMS Text
* Recommended option *

Click the following link: https://aka.ms/mfasetup

Login with your Champlain Office 365 credentials if you are not already signed in.

B8 Microsoft
Sign in

yourusername@champlaincollege.qc.ca

Mo account? Create one!

Can't access your account?

C{b Sign-in options



https://aka.ms/mfasetup

Step 1: Click Next.

~——
CHAMPLAIN
WELIOMAL CULLEGE

@champlaincollege.qc.ca

More information required

Your organization needs more information to keep
your account secure

Use 3 different account

Learn more




Step 2: Click | want to set up a different method.

CHAMIPLAIN
FECIGNAL COLIECE

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next”.

I want to use a different authenticator app

(ant to set up a different methD




Step 3:

1. Select Phone from the drop down list.
2. Click Confirm.

Choose a different method <

°'hich method would you like to use?

| Phone ~ |




Step 4:

1. Select Canada (+1) in the country drop down list.
2. Enter your phone number
3. Click Next.

CHAMIPLAIN
TONAL COLLECE

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by texting a code to your phone.

What phone number would you like to use?

\‘(Canada (+1) v [T 123-456-789()

@ Text me a code

Meassage and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy and

cookies statement.

| want to set up a different method




Step 5: You will receive a text message on your phone with a verification code.

1. Enter the verification code.

2. Click Next.
~r
CaiA
Keep your account secure
Your organization requires you to set up the following methods of proving who you are.
Phone

'z just sent a 6 digit code to +1 5144369249, Enter the code below.

¥f123455|

Resend code

| want to set up a different method




Step 6: Click Next.

~
CHAMIPLAIN
(TR dilrce

i AL

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° SMS verified. Your phone was registeraed succassfully.

Step 7: Click Done.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone
+1




2. MFA setup through MS Authenticator App

Click the following link: https://aka.ms/mfasetup

Login with your Champlain Office 365 credentials if you are not already signed in.

@8 Microsoft
Sign in

yourusername@champlaincollege.qc.ca

Mo account? Create one!

Can't access your account?

@-h Sign-in options



https://aka.ms/mfasetup

Step 1: Click Next.

~——
CHAMPLAIN
WELIOMAL CULLEGE

@champlaincollege.qc.ca

More information required

Your organization needs more information to keep
your account secure

Use 3 different account

Learn more




Step 2: Click Next.

~
CHAMPLAIN

MEGIGNAL COLL

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next”.

I want to use a different authenticator app

| want to set up a different method




Step 3: Click Next.

~—r
CHAMI'LAIN
IECIGNAL COLLTCE

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Waork or school”.

| want to set up a different method

Step 4: Download and open the Microsoft Authenticator app on your phone.

The app is available from the Apple App store or from the Google Play store.

Step 5: The first thing you might see is a page saying "respects your privacy".

Click I agree.



Step 6: Click the option Scan a QR code.

If a popup asks to give permission for the camera, click OK so you can scan the QR code.

No SIM = 123 PM s

=
P

Peace of mind for your digital life

Skip

Secure your accounts with multi-factor “Authenticator” Would Like to
authentication. Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow

Sign in with Microsoft

[ Add work or school account

gg Scan a QR code

You can get a QR code from your organization or account
provider, such as Microsoft, Google, or Facebook

Restore from backup




Step 7: After scanning the QR code with your phone, return to your computer and press Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Mext”,

‘ Can't scan image? ‘

| want to set up a different method




Step 8: You may be asked to approve a notification on your phone. After approving, return to your
computer and click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app.

| want to set up a different method




Step 9: After following the steps on your mobile device, you should see this screen on your computer.
Click Next.

Microsoft Authenticator pe

Motification approved

v

o (EE

Step 10: Click Done.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

Fr=
Microsoft Authenticator

Video reference for steps to follow:

Video (YouTube) Tutorial on MFA Setup using the MS-Authenticator app



https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DQ8OzabuNwHI&data=05%7C01%7Crhofstatter%40crcmail.net%7C5609ac884c184eb74ad908da2921c63e%7C8e5c1dc014a24f0c8cb9e9011d8756e3%7C0%7C0%7C637867522278445317%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=F5Qy%2FGgHOMfmE0hmdL6DrzqKHPRVljYgZ9lsocW7XUw%3D&reserved=0
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